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Mpunoxexue

METOAWYECKME PEKOMEHOALUU
O PASMELLEHMX HA UH®OPMALIMOHHbIX CTEHAAX, O®PULUATIbHbIX
WHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNMACHOM
NOBEAEHNN U UCMNMONb30OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamu BpemeHHon komuccum CoseTta degepaumy no pasBUTUMIO MHAOPMALMOHHOIO
obLlecTBa B paMKax BbINOMHEHWUSI peKOMeHAauUi napaamMmeHTCKUx crywaHmn "AkTyanbHble Bonpockl obecrneyeHmns
6e30nacHOCTN U pa3BUTUSA AeTel B MHpOPMAaLMOHHOM NpocTpaHCcTBe", KoTopble npowwnu B Coeete Pepepaumm 17
anpena 2017 r., 6binn paspaboTaHbl MeToOUYEeCKMEe peKOMeHAauun O pasMeLleHMM Ha WHEOPMAaLMOHHBIX
CcTeHAax, oduuManbHbIX WHTEPHET-calTax W OpYyrux WHAPOPMALMOHHBLIX pecypcax obweobpa3oBaTenbHbIX
opraHu3auui M OpraHoB, OCYLLECTBMSAKOLWMX yrnpaBneHve B cdepe obpasoBaHud, MHGpopmaumm o 6e3onacHom
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (danee - MeToanyeckue pekoMeHaaumm).

MeToguyeckMe pekoMeHOauMn HanpaBreHbl Ha KayeCcTBEHHOE MOBLbILEHWE YPOBHA WHGOPMAaLMOHHOM
AesiTenbHoCcTM obLeobpasoBaTenbHbIX OpraHu3auuii M OpraHoB, OCYLLECTBMSIOWMX YrnpaBrneHne B cdepe
obpasoBaHMsi, B 4acTW MWHGOPMMPOBaHMSA Yy4YalUMXCs, WX poauTenei (3akoHHbIX npedcTaBuTenen) wu
neAarormyecknx paboTHUKOB 06 OCHOBHBIX acrnekTax MHopMaLMOHHON Ge30MNacHOCTU.

MeToanyeckne pekoMeHZaumm No3BonsAT  oblleobOpasoBaTesflbHbIM — OpraHM3auusiM U opraHam,
OCYLLECTBMSALWUM ynpaerneHne B cepe obpasoBaHusi, akTyanmanpoBaTb YK€ UCMONb3yeMble€ U pasMeLLEHHble
WH(POPMAaLIMOHHbIE MaTepuanbl, Tak U MOArOTOBUTb MX B Clyvae UX OTCYTCTBUSI C YYETOM NyYLUMX MPaKTUK 1
pekomeHaaunin.

B pamkax meTogu4eckMx pekoMmeHgaLmm paccmaTpmBaTCa crneayoLwme NHCTPYMEHTbI:

1. NHpOPMALMOHHBbIE CTEHAbI;

2. ouumanbHble NHTEPHET-PecypChl;

3. cpeacTBa MaccoBOW MHGOPMaLUK (LLKOSbHbIE Fa3eThbl, NeJarornyeckme n3gaHus n apyrue).

UHdopmaumnoHHbIe cTeHabl

Ha wuHdopmaumnoHHbix cTeHaax B obweobpasoBaTenbHbIX OpraHM3auusx, pPacnosioXeHHbIX B dole
yypexgeHun n B kabuHeTax, OCHaLEeHHbIX MepcoHanbHbIMW YCTPOWCTBaMX Ans Bbixoda B ceTb "MHTepHeT",



peKkomMeHayeTCcsi pasMecTuTb MHEPOPMALMOHHbIE MaMATKM, COAEPXallMe OCHOBHbIe COBETbl MO obecneyeHuto
MHOpMaLMOHHON 6Ee30MaCHOCTN yYaLLUXCS.

B npunoxeHun N 1 Kk MeTogn4Yeckum pekoMeHaaumsM npeacraerneH obpasel, NamsaTkM Ans pasMeLLeHus Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpeacTteBa maccoBoi nHdopmarmm

B cpegctBax maccoBon MHGOPMaLUKW, OPUEHTUPOBAHHBLIX Ha OOYyYaloLWMXCS, pEeKOMEHOYeTCa B TeyeHue
y4yebHOro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHble OTAEeNbHbIM acnekTam
MHOPMaLMOHHON 6e30NacHOCTU, a Takke pasnnyHblie NaMaTky ObLLEero xapakTepa.

B cpegctBax MaccoBow MHOpPMauMKM, OPUEHTMPOBaHHbIX Ha NeJarorMvyeckyld  obLecTBEHHOCTb,
pekoMeHayeTCsi B TeYeHWe KaneHdapHOro roga peryndpHo nybnukoBaTb WHGOPMAaUMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHbIM acrnektam MHAOPMaLUNOHHOM 6e30NacHOCTU Kak HEeCOBEPLUEHHONETHUX, Tak U
obuieobpasoBaTenbHbiX OpraHM3auuii, a Takke pasnuyHble namsaTkn, o0630pbl HOPMaTUBHO-NPABOBOrO
perynupoBaHus aHHOW cdhepbl U MHPOPMAaLIMIO O akTyarbHbIX MEPONPUATUAX N COBLITUSX B JaHHON cdhepe.

B xope npoBegeHns EamHoro ypoka no 6esonacHoctu B cetu "MHTepHeT" pekomeHayeTcsa obecneunTb
BbIMYCK TEMaTMYECKOrO BbIMycKa CpeAcTBa MaccoBOW MHopmauum nubo cepum nybnukauui, cpeaum KOTopbiX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4aloWmxcs, UX poguTenen (3akoHHbIX NpeacTaBUTENENn) U
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumanbHble UHTepHeT-pecypchbl

O6LeobpasoBaTernbHbIM OpraHM3auMsiM PeKoMeHAYeTCA Ha CBOMX oduumanbHblx WHTepHeT-pecypcax
obecneuntb (PYHKUMOHMPOBAHME CAMOCTOSITENIBHOMO W CcheunanuaMpoBaHHoro pasgena "MHgopmaunoHHas
©e30nacHOCTL", B paMKax KOTOPOro NpeaycMOTpeTb pasMeLleHne criegyowen Hopmaumm:

N Pasgen/nogpasgen dopmat npeacraBneHns CopepxxaHne maTepuarnos
maTepuanos
1. |JlokanbHble HOpMaTUBHbIE Konunn ookymeHTOB B PasmeLluaroTcs konum JOKYMEHTOB, T.€.
akTbl B cdpepe obecneveHns |dopmarte *PDF CKaHWPOBaHHbI BapuaHT AOKYMEHTA,
NMHGOPMALIMOHHOMN cooTBeTCTBYOWUA TpeboBaHNAM K NapameTpam
6e3onacHocTn CKkaHMpoBaHuA. PasmeLLatoTcs JOKYMEHTHI,
obyvaromxcs pernaMeHTUpyoLne opraHM3aumio n paboTy ¢

nepcoHanbHbIMU AaHHLIMMW, NNaHbl MEPONPUSATUIA
no obecneyeHnto MHPOPMALIMOHHON Ge30MacHOCTM
obyyarowmxcsa n gpyrue.

2. |HopmatusHoe Konuu gokymeHTOB B My6nukytoTCa akTyanbHble CBeAEHMS O
perynuposaHue ¢dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax, MMCbMax
OpraHoB BnacTv 1 Apyrne HopmMaTUBHO-NPaBOBbIE
OOKYMEHThI, pernaMeHTupyoLmne obecneyexHme
MHopMaLNOHHO BGe3onacHOCTU
HecoBepLueHHoNeTHMX. [lonyckaeTcs BMECTO
KOMuI pasmeLlaTb rMnepcehbiniku Ha
COOTBETCTBYIOLLME AOKYMEHTbLI HA CanTax opraHoB
rocygapcTBEHHOM BMNacTu.

3. |MNeparornyeckum TekcT Ha cTpaHuue PasmMellatoTca meToanyeckme pekomeHgaumm n
paboTHUKam caunTa yKasblBaeTcs MHOpMaLmsa 0 MeponpuaTusX,
Konuu gokymeHTOB B npoeKTax u nporpaMmmax, HanpasneHHbIX Ha
dopmarte *PDF NoBbILLEHNE NHPOPMALIMOHHON rPaMOTHOCTH

neagarorn4eckmnx pa6OTHI/IKOB.

4. | Obyyalowmmes TekcT Ha cTpaHuue Pa3smellaeTcsa nHopmaLuoHHas namsaTka
cavita (npunoxenue N 2) n ykasbiBaeTcs UHpopmaums o
MEepPONpUSATUSX, MPOEKTax U Nporpammax,




HanpaBli€HHbIX Ha NoBbILLEeHNe I/IH(bOpMaLIMOHHOIZ
rPaMmoOTHOCTHN 06yqarou.|.V|xcs|.

5. | PoauTtensm (3akOHHbIM
npeacraBuTeNsaMm)
obyuatomuxcs

TekcT Ha cTpaHuue
cavita

PasmellaeTtca nHdopmaumoHHas namsTka
(npunoxenue N 3).

6. |[deTckue Ge3onacHble canThl

TeKCT Ha cTpaHuue
canTta

Pa3mellaeTcs MHGOpMaUWs 0 peKoOMeHOYyEeMbIX K
MCMosb30BaHMo B y4ebHOM npoliecce 6e30nacHbIX
caiitax, 6aHHepbl 6e30MacHbIX AETCKUX CaATOB.

OpraHam, ocyLecTBNSALWNM yrpaBrneHue B chepe obpa3oBaHusi, pekOMeHAYeTCsl Ha CBOMX odouumnanbHbIX
WHTepHeT-pecypcax obecneuntb (PyHKUMOHMPOBaHWE CaMOCTOSATENBHOMO W Cheuuann3MpoBaHHOro pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoTPeTb pasMeLLeHne creayoLlen MHgopmaumu:




MpunoxeHue N 1

MAMATKA ]
ANS OBYHAIOLLMXCS OB MUH®OPMALIMOHHOWN BE3OMACHOCTH IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YacTHyK MHGOPMaLMIO (HacTosiwue ums, hamunuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadum cBOM, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BMOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNpPaBUTENS;
3. MpybuTb, NpuanpaTbCs, OkasbiBaTb AaBIEHNE - BECTU cebs1 HEBEXITMBO M arpeCcCUBHO;
4. He pacnopsikaincs AeHbramu TBoern ceMbm 6e3 paspeLleHnst cTaplumnx - Bcerga cnpallmsan poautenen;

5. He BcTpevainca ¢ VIHTepHET-3HAKOMbIMM B pearnbHOM XW3HU - NMOCOBETYNCS CO B3POCHbIM, KOTOPOMY
Josepsiellb.

OCTOPOXHO

1. He Bce nuwyT npasagy. YnTtaewb o cebe HenpaBay B VIHTepHeTe - coobwm 06 3TOM CBOUM poaAUTENAM
Unun onekyHam;

2. MpurnawatoT nepenuceiBaTbCs, Urpatb, 0OMEHNBATLCS - MPOBEPb, HET N NOABOXA;
3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasblBay B3pocrbiM 0 npobnemax B ceTu - OHW Bcerga nomoryT;

5. Vicnonb3yin HacTpolikm 6e3onacHOCT! U NPUBATHOCTM, YTOObI HE MOTEPATbL CBOM akkayHTbl B COLICETAX U
ApYrvx nopTtanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Monb3ayelwbca NHTEPHET-UCTOYHUKOM - [ierial CChIfKy Ha Hero;
3. OTKpbIBaW TONMbKO TE CCbINKN, B KOTOPLIX YBEPEH;
4. O6LiaTbCcs 3a MOMOLLbIO B3POCHbIM - POAMTENU, ONEKYHbI U aAMUHUCTPALUS CanToB Bcerga nomoryT;

5. Mponan ob6yyeHne Ha cainTe "CeTeBMYOK" 1 Nony4dn nacnopT LM poBoro rpaxaaHuHal



MpunoxeHune N 2

NH®OPMALIMOHHAA NMAMATKA
AnA OBYYAKOLWWMXCA ONnA PASMELLEHUA
HA O®OULUNATBbHbIX UHTEPHET-PECYPCAX

C kaxgblM rogoM MOMOAEXW B UHTEPHETE CTaHOBUTHLCH Gonblue, a LUKONbHUKA OOHW U3 CaMbIX aKTUBHbIX
nons3oBartenen PyHeTa. Mexgy TemM, NOMMMO OFPOMHOrO KONMYECTBa BO3MOXHOCTENW, WHTEPHET HeceT U
npobnembl. 3Ta NamMATKa JOMMKHA NomMoYb Tebe 6e3onacHO HaXo0aNTbLCSA B CETU.

KOMI'IbIOTeprIe BUPYCbI

KoMnNblOTEPHBIN BUMPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbIX MPOrpamMm, OTANYMTENbHOW OCOBEHHOCTbLIO
KOTOpPON $BMSIETCS CMOCOOHOCTb K pasMHOXeHMo. B gononHeHue K 3TOMy, BUPYCbl MOryT MOBpeanTb UMK
MOMHOCTbI YHUUYTOXUTb BCe (parnbl M AaHHble, NOAKOHTPOSbHbIE MONb30BaTEN0, OT MMEHM KoToporo Gbina
3anyLleHa 3apaxeHHas nporpamMma, a Takke noBpeavTb UNKU JaXe YHUUTOXUTb ONepaLMOHHYH0 CUCTEMY CO BCEMMU
¢annamm B uenom. B BonblIMHCTBE CnyvyaeB pacnpoCTPaHATCA BUPYChbl YEPE3 UHTEPHET.

MeTogb! 3aWuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Wcnonb3yih coBpeMeHHble OnepauuoHHble CUCTEMbl, WMEKLIME Cepbes3Hbll YPOBEHb 3alUMTbl OT
BPEAOHOCHbIX NPOrpaMmm;

2. MocToAHHO ycTaHaBnMBan nayvyTn (UMpoBble 3annaTkv, KOTOpble aBTOMaTUYeCKN yCTaHaBNMBAlOTCH C
Luenbio gopaboTku nporpammbl) U Apyrve oBHOBNEHMSA CBOeW onepaumoHHON cucTembl. CkaumBam KX TOMbKO C
oduymansHoro carnta paspabotumka OC. Ecnu cylecTByeT pexxmm aBToMaTU4eCcKkoro 06HOBMNEHMS, BKITHOUN €r0;

3. Pabotan Ha cBoeM KOMMblOTEPE MOA NpaBamy Nonb3oBaTens, a He agMuHUCTpaTopa. 3TO He NO3BONUT
6OMbLUMHCTBY BPEAOHOCHBIX NPOrpaMM MHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Vcnonb3yi aHTUBUPYCHblE MporpaMMHbIE NPOAYKTbl M3BECTHbIX MPOWU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBreHem 6a3s;

5. OrpaHunyb usnyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Vicnonb3ayii BHELWHNE HOCUTENW MHAOPMaLIMK, TakMe Kak doneLuka, AUCK unm dann u3 NHTepHeTa, TONbKo
13 NPOBEPEHHbBIX NCTOYHMKOB;

7. He oTkpblBan KOMMblOTEPHblE dalnbl, MONyYeHHble W3 HeHaOeXHbIX UCTOoYHMKOB. [axe Te dhannsl,
KOTOpble npucrnan TBOW 3HaKoMbIN. Jlyyllue yTOYHU Y Hero, oTnpasnsan nm oH Tebe unx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayn OaHHbIX, HE TEXHOMOrusi, a Bcero nuwb OpeHa, mapka. Ewe B 1991 rogy
HuaepnaHackas KomnaHws 3apeructpupoBana 6peng "WECA", yto obosHadano cnoBocodeTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "decnpoBogHas TOYHOCTL".

Jo Hawero BpemeHu pgowra Apyras abbpesmaTypa, KoTopasi SABNSIETCA TakoW Xe TexHonormen. 370
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3ByKOBOW TexHukM Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKast TOMHOCTL".

Ha, BGecnnaTHbIn MHTEpPHET-AOCTYN B Kade, OTeNnsx W a3ponoprax SBMASeTCH OTMUYHOW BO3MOXHOCTbIO
BbIXOAa B UHTepHeT. Ho MHOrne akcnepTbl cuntaloT, 4To 06wenoctynHble Wi-Fi ceTn He siBnsatoTca 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCTK paboThbl B 06LeAoCTYNHbIX ceTax Wi-fi:

1. He nepepaBan cBOO nu4Hylo uWHopmaumio 4Yepes obwepoctynHele Wi-Fi cetn. Pabotas B HwuX,
)ernaTtenbHO He BBOAUTb Naposnv AOCTyNa, NOrMHbl K Kakne-To HoMepa;

2. Ncnonb3yn n 06HOBNAN aHTUBMPYCHbIE Nporpammbl U 6paHamayep. Tem cambiM Tbl 06e3onacuiub cebs oT
3aKa4ku BUpyca Ha TBOe YCTPOMWCTBO;

3. Mpu ncnonbsosarum Wi-Fi oTkntoun dyHkumio "O6wmn goctyn k hannam v npuHtepam". aHHas yHKUmMSA



3aKpblTa MO YMOSMYaHUo, OJHAKO HEKOTOpble MOoSib30BaTeENW aKTUBUPYIOT ee Ans ynobcTBa ucCnonb3oBaHusl B
paboTte nnn y4yebe;

4. He ncnonb3yn nyonmynbii WI-FI ans nepegaym nyMYHbIX AaHHbIX, HANPUMMEpP Ansi BbiXoda B couManbHble
CEeTW UINKN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3aliumiieHHoe coeauHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumo "TogkniodeHne k Wi-Fi aBTomatnyecku”. He ponyckan
aBTOMaTUYECKOro NoaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

COLI,I/IaJ'IbeIe CeTN aKTMBHO BXOOAT B HaAWy XW3Hb, MHOrnMe nogu pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH munnuapg 4YenoBek, YTO SBNAETCH OOHOW CeObMOWN BCEX XUTenew nnaHeThbl.
MHorve nonb3oBaTenn He MOHUMAKOT, YTO MHAOPMAaLNS, pasMeLLeHHas MU B couMarbHbIX CETSX, MOXET ObITb
HalieHa 1 ucnonb3oBaHa Kem yrogHo, B TOM YMCre He ob6s3aTenbHO ¢ Grnarumm HaMmepeHusIMN.

OcHoBHble coBeTbl N0 6e30MacHOCTN B coLMarnbHbIX CETAX:
1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsxX HE AOMKHO BbITb CRyvanHbIX U HE3HAKOMbIX NI0OEWN;

2. 3awumiian CBOK YacTHYH u3Hb. He ykasbiBanm naponu, TenedoHbl, agpeca, aTy TBOEro poXaeHus u
OPYrylo NUYHY0 MHdopMaumio. 3noyMbILLSIEHHUKM MOTYT UCMOMb30BaTh AaXe MHAOPMaLUI0 O TOM, Kak Tbl 1 TBOU
poauTENN NraHnpyeTe NPOBECTU KaHMKYIbI;

3. Bawmwan csoto penyTauuio - AepXKn ee B YiNCTOTe M 3adaBan cebe Bonpoc: xoTen 6bl Thl, YTOBbLI Apyrue
nonb3oBaTenu BUAENM, YTo Thl 3arpyxaelub? MNogymai, npexae Yem YTo-To onybnukoBaTh, HaNUCaTh U 3arpyauTb;

4. Ecnu Tbl roBopuLLb C f0AbMW, KOTOPLIX HE 3Haellb, HE UCMONb3Yylh CBOE pearibHoe MMSI U APYTYH0 NNYHYIO
WHbopMaLnn: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Nnpoyee;

5. N3beran pasmelleHus cotorpaduin B IHTepHeTe, rae Tol n3obpaxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNOSMOXKEHWE;

6. Mpu peructpaumn B coumarnbHoi ceT HEOBX0AMMO UCMONb30BaTb CMOXHbLIE Naponu, cocTosime U3 BykB
Y UMP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsa coumanbHOM CeTU, NOYTbl 1 OPYrMX CanToB He06XoauMO Mcnonb3oBaTb pasHble naponu. Torga ecnu
Tebs B3NOMaltoT, TO 3M0yMbILLMIEHHUKM NOfyYaT AOCTYN TONbKO K OAHOMY MeCTy, a He BO BCe cpasy.

OneKTpPOoHHbIe AeHbIN

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIA Cnocob nnaTexen, 04HAKO CYLLECTBYT MOLLUEHHUKWU, KOTOpble
XOTSAT NONYyYnTb 3TV AEHbIN.

SJ'IeKTpOHHbIe OeHbIm noAasunnMcb coBCcemMm HegaBHO M UMEHHO M3-3a 3TOro BO MHOIMNX rocygapcrtesax go CuUx
nop He NPonnucaHo NpPo HMUX B 3aKOHaXx.

B Poccum ke OHU (PYHKLUMOHUPYIOT M O HUX YKe MPOMMCaHO B 3aKOHe, rae UX pasfensitoT Ha HEeCKONbKO
BMOOB - @aHOHUMHbIE WU HE aHOHWMMHble. PasHuWua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoAUTbL onepauun 6e3 naeHTUMKauuM nonb3oBaTensl, a B HEaHOHUMHbIX MaeHTUdUKauua nonb3oBaTens
ABnsieTcs ob6s3aTeNbHOMN.

Takke cnefyeT pasnuuaTb 3MEKTPOHHble uaTHble [AeHbrM (paBHbl FOCYAAPCTBEHHbLIM BanloTam) u
9MNEKTPOHHbIE HeMaTHbIE AEHBIM (HE paBHbl FOCYAapCTBEHHbIM BantoTam).

OcHoBHble coBeThbI N0 6e3onacHow paboTe ¢ ANEKTPOHHBIMU AEeHbramu:
1. TNpuBSHKM K cHETY MOOWMbHEIN TenedoH. 3TO camblil YAOOHbIN M BbICTPLIN CNOCO6 BOCCTAHOBUTL JOCTYM K

cueTty. [NpuBs3aHHbIN TenegoH MOMOXeT, ecnu 3abygellb CBOW MaTeXHbI Napofb WM 3aigellb Ha cawT C
He3HaKOMOro YCTPOMWCTBA;



2. Vicnonb3yi ogHopasoBble naponu. [locne nepexofa Ha yCUMNEHHYK aBTopusauuio Tebe yxe He byaer
yrpoXaTtb OMacHOCTb KpaXku Unn nepexesaTta NiaTexHoro napons;

3. Bbibepu cnoxHbii naponb. NpecTynHukam OyaeT He MpoCTO yragaTtb CrOXHbIA naponb. HagexHble
naponu - 3To Naponu, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKIKOYaT B cebs CTPOUHbIE U MPONUCHbIE BYKBHI,
undpbl U HECKONMbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, ¢yHTa, BOCKNMUATENbHbIA 3HAK K T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NIMYHbIE JaHHbIE HA canTax, KOTOPbIM HE OBEpPAELb.
aﬂeKTpOHHaﬂ no4yTa

OneKTpoHHasa MoyTa - 3TO TEXHOMOrUs U MNpedoCTaBfsieMble €l YCMyrM MO MEepechifike U MOIYYEHUIO
3MNEKTPOHHBIX COOOLLEHUN, KOTOPbIE pacrnpenenstoTca B KOMNblOTepHOW ceTu. OBbIYHO 3NEKTPOHHLIN MOYTOBbLIN
AWNK BbIMAAUT cnegylowmMm obpa3oM: MMs_Nonb3oBaTena@umsa_aomeHa. Takke Kpome nepefaqvm npocToro
TeKCcTa, UMeeTCs BO3MOXHOCTb nepeaaBaTh hansbl.

OcHoBHble coBeTbl N0 Be3onacHon paboTe ¢ 3NeKTPOHHON NOYTON:

1. Hapo BbiOpaTb NpaBuWibHbIA MOYTOBLIN CcepBUC. B MHTEpHeTe eCTb OrpoMHbI BblGOp GecnnaTHbIX
MOYTOBBLIX CEPBMCOB, OOQHAKO Ny4lle JOBEPATb TEM, KOrO 3HaELlb U KTO NEPBbLIA B PENTUHTE;

2. He ykasbiBan B MMYHOM noYTE€ NWUYHYIO  uWHopmaumio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHat@" nnm "pok2013" Bmecto "Tema13";

3. Vcnonbayit aByxaTtanHyo aBTopusaLmio. ITo korga NoOMMMO Napons HYXHO BBOAWUTb KO, MpUCHINaeMblit
no SMS;

4. Bbibepu crnoxHbin naponb. [ns kakgoro noyYToBOro ALWMKa AOSMKEH OblTb CBOW HAOEXHbIW, YCTOMYUBBIN K
B3710MY Naporb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTtb camMmomy CBOW NUYHbIN BOMnpoc, VICFIOJ'Ib3y17I 3TY BO3MOXXHOCTb,

6. Vcnonb3yn HECKONbKO MOYTOBbIX AWMKOB. [epBbIv ANs YacTHOW Nepennucky ¢ agpecartamu, KOTOpbIM Thbl
AoBepsellb. JTO ANEKTPOHHbIV agpec He HaJo UCMOoNb3oBaTh NPY perncTpauny Ha opymax u cantax;

7. He oTkpblBai channsl 1 Apyrne BrOXEHUA B NUCbMax, Jaxe eCcriv OHW NpULLIK oT TBoux Apy3en. Jlydwe
YTOYHU Y HUX, OTNPABMANM N oHKU Tebe 3Tn hannsl;

8. MNocne okoH4YaHusA paboTbl HA NOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNagKM C cauToM He 3abyab HaxaTb
Ha "Bbintn".

Kn6epOynnuHr unu BuptyanbHoe usaeBaTesibCTBO

KubepbynnuHr - npecrnegoBaHne COOGLLUEHNsIMU, coaepXallMMmn ocKopbneHusi, arpeccuto, 3anyrMBaHue;
XYNUraHCTBO; couunanbHoe O0MKOTUPOBAHME C NMOMOLLbIO Pa3fnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbI N0 6opbbe ¢ KMBepOYNIIMHIOM:

1. He 6pocawics B 6o1. Jlyywnii cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, €CnKn HET TOro, K KOMy MOXHO
06paTuTbCsl, TO BHavane ycrnokoutbcsl. Ecnu Tbl HayHeLb O0TBeYaTb OCKOPONEHUsSMM Ha OCKOPGNEHUs, TO TOMbKO
ele 6onblue pasoxKellb KOHAINKT;

2. YnpaBnsin ceBoen kubeppenytaumen;
3. AHOHUMHOCTb B CeTM MHMMasi. CyLecTBYIOT CNOCcobbl BbISCHUTB, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He cTouT Bectu xynuraHckui obpas BMpTyanbHOW Xu3HWU. IHTepHeT dukcmpyeT Bce TBOM OENCTBUS U
coxpaHseT ux. Yaanutb ux 6yaeT KkpanHe 3aTpyaHUTENbHO;

5. Cobniogan cBol BUPTYarbHYH YECTb CMOSIOAY;

6. VrHopmpyn eguHuyHbln HeratuB. OgHOpasoBble OCKOpOUTENbHbIE COOOLLEHMS Nydlle UrHOpupoBaThb.



O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaany;

7. Ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLEHWSMM, B COLMAnbHbIX CETAX €CTb
BO3MOXHOCTb GITOKMPOBKU OTNPaBKM COOBLLEHUI C onpeaeneHHbIX aapecoB;

8. Ecnn Tbl cBuaeTens knbepbynnuHra. TBom AeACTBMSA: BbICTYNUTbL NPOTUB NpecneoBaTtens, nokasaTb eMy,
YTO ero AEeWCTBMS OLIEHMBAKOTCSA HeraTMBHO, MOAAEpXKaTb XXEPTBY, KOTOPOM HY)XXHA MCuUXorormdeckasi moMoLLb,
COo0OLWUTL B3pOCIbIM O haKTe arpeCcCMBHOIO NOBEAEHNS B CETHU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CMapTOHbI U MnaHWeTbl cogepXxaTt B cebe BMonHe B3pochnbii YHKUMOHaM, 1 Tenepb OHU
MOTYT KOHKYpMpOBaTb CO CTauMOHapHbIMK KomMbloTepamu. OgHako, CpeAcTB 3awuTbl AN NOAOOHbBIX YCTPOWCTB
noka o4yeHb Marno. TecTMpoBaHMe N MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT He Tak UHTEHCUBHO, Kak ans MK, 1o xe
camoe KacaeTcsl U MOBUIMbHbBIX MPUMOXEHUIA.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| yXe nMNpakTud4eCkn [forHanm HacToJibHble aHanorun, oaHaKo
pacwunpeHne beHKLI,VIOHaJ'Ia BNneYeT 3a cobon 60ﬂbL1JyI-O CITOXHOCTb M MEHbLUYIO 3allNWLEHHOCTb.

Janeko He BCe MpoM3BOAUTENW BbiMycKaloT OOHOBMEHWS, 3aKpbiBAKOLIME KPUTUYECKME YA3BMMOCTM ONS
CBOWX YCTPOMNCTB.

OcHoBHble coBeTbl AN 6e3onacHOCTN MOBUMBLHOro TenedoHa:

Hunyero He gBndetcs no-HacTtoAwemy OecnnaTtHbIM. Eyﬂ,b OCTOpOXeH, Beab Koraa Tebe npegnararoT
GecnnaTHbI KOHTEHT, B HEM MOryT ObITb CKPbITbl KaKne-To niaTtHble YCIyru;

Oyman, npexge vyem otnpasute SMS, ¢oTo nnmn BMaeo. Tbl TOYHO 3Haelb, rae OHU B6yayT B KOHEYHOM
ntore?

Heobxogumo o6HOBNATEL ONepauvoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yin aHTMBUPYCHbIE MPOrpaMMbl 4518 MOBUMNbHbBIX TenedoHOB;

He sarpyxail NpunoxeHuss OT HEW3BECTHOrO WCTOYHMKA, BeAb OHM MOryT COoAepxaTb BpedoHOCHOe
nporpaMMHoe obecneyeHue;

Mocne Toro Kak Thbl BbIeLWb C canTa, rae BBOAWUI MNNYHYI0 MHOpMaLMio, 3anan B HAacTponku Gpaysepa u
yaanu cookies;

Meproamnyeckn npoBepsiv, Kakue nraTHble YCIyrn akTMBMPOBaHbI HA TBOEM HOMEPE;

[asan cBoi Homep MOBMIbHOro TenedgoHa TOMNbKO NOAAM, KOTOPbIX Thl 3HAELUb 1 KOMY AOBEpPSeLLb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Tl UM He Norb3yellbcsa. He 3abbiBain MHOrAa NpoBepsiTh 3TO.
Online urpbl

COBpeMeHHbIe OHﬂaVIH-MprI - 3TO KpacCo4Hble, 3axBaTbiBakollne pa3BlievyeHuns, 06beguHSLWLME COTHU
TbICAY 4elioBeK Nno BCeMy MUPY. MFpOKl/I ncenenywT OaHHbIA UM Mup, obuwatoTcs opyr ¢ opyrom, BbIMOJIHAKOT
3afaHuad, cpaxarTCcd C MOHCTpaMu 1 nosny4atroT OnbIT. 3a yOOBOJIbCTBUE OHU NNATAT. NOKYNakT OUCK, onflavynBaroT
aboHeMeHT unu r|p|/|06peTar0T Kakune-T1o onunn.

Bce aTu cpeactBa vayT Ha noAgdepxaHuMe M pasBUMTME Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCSH CUCTEMbI aBTOPM3aLIMM, BbINMYCKAKOTCA HOBble NaTyu (LudpoBble 3annaTtkv Ans nporpamm),
3aKpbIBaAOTCSH YA3BMMOCTU CEPBEPOB.

B nogoGHbIx nrpax CTout onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm OonblUMHCTBA nrp.

OcHoBHble COBEThI MO 6€30MacHOCTV TBOEIO UIPOBOMO akKayHTa:

1. Ecnu gpyron urpok BegeTt ceba nnoxo unu co3gaet Tebe HenpusaTHOCTW, 3abroKMpyn ero B Chucke



UrPOKOB;

2. ﬂo>|<any|7|0ﬂ agMUHUCTpaTtopamM Urpbl Ha nyioxoe noBegeHne 3TOro Urpoka, XemnatesibHO TMPUIoXnTb
Kakme-To goka3aTesnbCTBa B BUae CKPUHOB;

3. He ykasbiBan nnyHyto nHchopmauuio B npodanne urpbl;
4. YBaxaw Opyrmx y4acTHUKOB MO UTPE;

5. He ycTtaHaBnuBan HeodmumanbHble naTyy U Moabl;

6. cnonb3yn CNoXHble U pasHble Naponu;

7. Jaxe BO Bpemsl Urpbl He CTOUT OTKMoYaTb aHTMBMpYC. [oka Tbl Mrpaellb, TBOW KOMMbHOTEP MOTYT
3apasuTb.

DUWNHT unn KpaXxa NMMYHbIX AaHHbIX

OOGbluHOW  KpakenW [eHer W JOKYMEHTOB CerofgHs YKe HUKOrO He YAMBUWBL, HO C  pasBUTUEM
WNHTEPHET-TEXHOMNOMMI 3MOYMbILLNIEHHNKN NEPEMECTUNNCL B MHTEPHET, U NPOAOMKalT 3aHumMaTbecs "niobrmbim"
Aerom.

Tak nosiBunack HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBa UNu OULLMHT, rMaBHas Lenb KOTOPOro COCTOUT B
nonyyYyeHun KoHduaeHUManbHbIX AaHHbIX MOMb30BaTenen - NOrMHOB 1 naponen. Ha aHrnumnckom sAsbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ PuLnHIOM:

1. Cnegu 3a cBoUM akkayHTOM. Ecnu Tbl nogo3peBaelub, Y4TO TBOSI aHKeTa Obina B3fiomMaHa, To Heo6xoanumo
3abnokupoBaTh €€ 1 COOOLLMTbL agMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Vicnonb3yn 6e3onacHble Beb-calTbl, B TOM YUCIE, MHTEPHET-MarasnHoOB M NMOUCKOBbLIX CUCTEM;

3. Vicnonb3ayii cnoxHble n pasHble naponu. Takum obpasom, ecnu Tebsi BINOMalT, TO 3MOYMbILLNEHHUKN
nony4aT AOCTYN TOSIbKO K OOHOMY TBOEMY NPOUIIIO B CETH, @ HE KO BCEM;

4. Ecnu Teb5 B3nomanu, To HeobxoanmMo npegynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B ApPY3bsX, O TOM, YTO Tebs B3nomanu M, BO3MOXHO, OT TBOEro UMeHn GyaeT paccbinaTbCa Cnam WM CCbIMKW Ha
(PULLNHIOBbLIE CaNThI;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHLIV TenedoH;
6. OTknNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpblBai channsl 1 Apyrne BrOXEHUSA B NUCbMax, Jaxe eCriv OHW NpULLInnM oT TBoux Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABIISANN N1 OHW Tebe 3Tn dhannebl.

LindpoBas penyTtauus

Lindposas penytaums - 3To HeraTMBHas unu nosmTueHas nHopmauus B cetn o Tebe. KomnpomeTtupyrowias
nHdopmaums, pasMeLLleHHas B MHTepHeTe, MOXeT cepbe3HbiM 06pa3oM OTPa3uTbCHA Ha TBOEW peanibHOW >KU3HW.
"UndpoBas penytaumsa” - 3To TBOW UMUK, KOTOPbIN hopMupyeTcs M3 nHdopmaumm o Tebe B MHTEpHeTe.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOMoXeHne, 0COBGEHHOCTM XapakTepa M pacckasbl O
GnU3KUX - BCE 3TO HaKannMBaeTcs B ceTu.

MHorve NOAPOCTKM NErKOMBICIIEHHO OTHOCATCA K NyOnukauuu nvMYHOWM MHdopMauun B VIHTepHeTe, He
NMOHMMasi BO3MOXHbIX MOCNeaCcTBUA. Thl JaXe HE CMOXeLUb AoragatbCcst 0 TOM, 4To dhoTorpadus, pasmelleHHas 5
neT Hasag, cTtana npuYnHOM oTkasa NpPUHATL Tebsa Ha paboTy.

KomMmeHTapuu, pasmeLyeHne TBomx cotorpadun u gpyrue AercTBMA MOTryT He UCHE3HYTb faxke rnocne Toro,
KaK Tbl UX yganub. Tbl He 3Haelb, KTO coxpaHun aTy nHdopmauumio, nonasna fm oHa B MOUCKOBLIE CUCTEMbI U
COXpaHuUnacb 1 OHa, a rnmaBHoe: YTO NogyMaloT o Tebe oKpyatoLme Nnioan, KoTopble HanayT U yBUAAT 3T0. Hantu



NMHGOPMALIMIO MHOTO FIeT CNYCTA CMOXET foboN - kak M3 Aobpbix NobyXOEHUIR, Tak N C HaMepeHNeM NPUYNHUTD
BpeA. ATO MOXET ObITb KTO YrOAHO.

OCHOBHble COBETbI MO 3aLUUTE LMGPOBON penyTaumm:
1. MNogyman, npexae yem 4TO-TO Ny6GNUKoBaThb U NepenasaTth y cebs B 6riore unu B counansHOM CeTu;

2. B HacTpoWikax npoduns yCTaHOBM OrpaHMYEHUsI HA MPOCMOTP TBOEro MpodUns U ero CoAepKUMOro,
caenaw ero Tonbko "onsa gpysen”;

3. He pasmelnan n He ykasbiBan MHPOPMALMIO, KOTOpasi MOXET KOro-nmbo ockopbnsaTe nnm obmxatsb.

ABTOpCKOE NpaBo

COBpEMeHHbIe LWUKOJIbHUKN - aKTUBHbIE MOJib3oBaTesn LJ,VIQ)pOBOI'O npocTpaHcTBa. OpHako paneko He Bce
3HaKT, YTO MNoNb3oBaHWe MHOIMMMU BO3MOXHOCTAMU LJ,VICprBOI'O Mupa TpeGyeT cobntogenHuns npae Ha
MHTENNEeKTyallbHYHO COBCTBEHHOCTb.

TepmunH "nHTennekTyanbHas COOCTBEHHOCTb" OTHOCWUTCA K PasNMyHbIM TBOPEHMSM YenoBEeYecKOoro yma,
HauMHas C HOBbIX U3006peTeHun n 3HakoB, 0603HaYaLWMX COBCTBEHHOCTb Ha MPOAYKTbl U YCAYrK, U 3akaH4MBas
KHUramm, dpotorpamsamm, KWHOPUNbEMaMm U My3blKanbHbIMY NPOU3BEAEHUAMN.

ABTOpCKUWE NpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl0 COOCTBEHHOCTb Ha NPOU3BEOEHNS HaYyKn, NuTepaTypbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTMKM TOrO, YTO MHTENMEKTyarbHbIN/ TBOPYECKUI TpyS
aBTopa He OyaeT HanpacHbIM, acT eMy CnpaBeanvBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTatax CBOero Tpyaa,
nony4nMTb W3BECTHOCTb W npusHaHve. HukTo ©Oe3 paspelleHuss aBTopa He MOXeT BOCNPOM3BOAWUTL €ro
npoussegeHve, pacnpocTpaHaTb, NyOnNnmYHO AeMOHCTPUPOBAThL, NpodaBaTtb, MMMOPTMPOBATL, NyckaTb B MpoOKar,
Ny6nNnYHO MCNONHATL, NOKa3bIBATL/MCMONMHATL B 3dupe unu pasmewlatb B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKam: OT NoTepu
AaHHbIX K TBOMM akkayHTam A0 OroKMpoBKM TBOEro YCTPOWCTBA, A€ YCTaHOBIEHa HeneranbHasa nporpamma. He
CTOUWT Takke 3abblBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETU.

O noprane

CeTeBUYOK.pdd - TBOW IMaBHbIA COBETYMK B ceTW. 3[4ecb Tbl MOXelb Yy3HaTb O 6e3onacHocTn B ceTu
MOHATHBIM U JOCTYMHbLIM S3bIKOM, a NPY BO3HUKHOBEHUW KPUTUYECKOWN CUTyaLumn o6paTUTbCS 3a COBETOM. A Takke
MPUHATL y4acTue B KOHKYPCax U CTaTb caMbIM LMAPOBLIM rpaxaaHuHoM!

MpunoxeHne N 3

NAMSATKA Ons POOUTENEN OB UHOOPMALIMOHHOM BE3ONACHOCTU AETEN

OnpepgeneHne TepMuHa "MHdoOpMmaLmnoHHas 6e3onacHocTb aetel" cogepxutca B PegepanbHom 3akoHe N
436-03 "O 3awmte geten OT MHOPMaLMK, NPULYUHAIOLLEN Bped WX 340POBbI0 U PasBUTUIO", perynupyroLnm
OTHOLLUEHMS, CBA3aHHbIE C 3alUTON AeTen OT UHOopMaLMK, NPUYMHSIOLLEN Bped UX 340POBbI0 U (Mnn) pa3BuTuio.
CornacHo gaHHOMY 3akOHy "WHopmaumoHHas 6e3onacHOCTb AeTen" - 3TO COCTOSHME 3alUMLLEHHOCTU, npu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM MHOPMaLUen Bpeda Ux 340pPOBbI0 U (Mnn) usnyeckomy,
NMCUXNYECKOMY, AYXOBHOMY, HDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHdpopmaumen, NpuUnHsaIoLWen Bpes 340P0Bbi0 U (UNK) pasBUTUIo
AeTen, aBngaeTcs:

1. HbopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHnsa cpeav aeTein;

2. vHdopMauus, pacnpocTpaHeHne KOTOPOW OrpaHMyYyeHO cpeau geten onpefeneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nHcpopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHust cpean AeTen, OTHOCUTCS:

4. nHdpopmaums, nobyxgawwas geTter K COBEpLUEeHMIO OeNCTBUMI, NPEACTaBNALWNX YrPo3y WX XU3SHU U
(vnu) 300poBbIO, B T.4. NPUYMHEHMNIO Bpea CBOEMY 300POBbI0, CaMOyOuINCTBY;



5. cnocobHOCTb BbI3BATh Y AeTen xenaHue ynoTpebuTb HapKOTUYeCKMe cpeacTBa, NCUXOTPONHbIE U (Mnn)
oAdypMaHuBawLWue BellecTBa, TabayHble U3OEenus, ankorofibHyl M CNMpTOCOoAepXKallylo NpoAyKLUUI, MUBO U
HaMWTKN, M3roTaBfMBaeMble Ha €ro OCHOBE; MPUHATb yvacTue B as3apTHbIX WUrpax, 3aHMMaTbCsl MPOCTUTYLIMEN,
OpoAsAKHNYECTBOM MU NONPOLLANHNYECTBOM;

6. obocHoBbiBawoLlasa wnu onpasAbiBaloWag [ONYCTUMOCTb Hacunus u  (MnnM) KecTokocTn nmbo
nobyxaatoLlas oCcyLLeCTBATb HACUNBbCTBEHHbIE ENCTBUSA MO OTHOLLEHUIO K NIIOAAM U )KUBOTHbIM;

7. oTpuualLLas ceMeiiHble LEHHOCTU U hopMUpYIOLLLasl HeYBaXKeHVe K POAMTENSM U (MN1) APYIUM YneHam
cemMbi;

8. onpaBabiBaloLLas NpoTMBOMNpPaBHOE NOBeAEHUE;
9. cogepxalyasi HeLeH3ypHyto BpaHb;
10. cogepxallasa nHpopmaumio NnopHorpadmnyeckoro xapakrepa.

K wvHdopmauun, pacnpocTpaHeHMe KOTOPOM OrpaHMYeHO cpean [nOeTen onpedeneHHoro Bo3pacTa,
OTHOCUTCS:

1. VIH(*)OpMaLI,VIFI, npeacrasndaemMas B suae I/I306pa)KeHVIFI nnn onncaHnaA >XeCtoKoCTH, q)VI3VI‘-IeCKOFO n (VIJ'IVI)
NCUXMNYECKOro Hacunua, npectynneHna nnn nHoro aHTMOOLLIECTBEHHOIO OENCTBUS;

2. BbI3blBalOLWas y AeTel cTpax, ykac UNM naHuky, B T.4. NpeacTaBnsiemas B BUAE U300OPaXKeHUs unu
onucaHUs B YHWXKaloWel 4YenoBeyeckoe [OOCTOMHCTBO (hopMe HeHacWUNbCTBEHHOW CcMepTH, 3aboneBaHus,
camoybOuINCTBa, HECYACTHOTrO Criyyasi, aBapum Uimn katacTpodbl U (MNK) UX NOCIeacTBUiA;

3. npeacrtaensiemass B BuAe W300paXeHUst MMM OMMCaHMSI MOJIOBbIX OTHOLUEHUA MEeXAy MYXXYMHON U
YKEHLLINHOM;

4. copgepxawas bpaHHble CNoBa U BbIPaXXEHWSs!, He OTHOCALLMECSH K HELIEH3YPHOM BpaHu.

C yyetom atoro Bam npegnaratotca npasBuna paboTtbl B ceTu WHTepHeT Ans pasnuyHbIX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbix NO3BONMT obecnevnTb MHpOpMaLMOHHYIO 6e30NacHOCTb BalLMX AETEN.

O6Lwwme npaBuna Ans pogutenemn

1. He3aBucnmo o1 Bo3pacTa pebeHka ucnonb3ynte nporpammHoe obecnedeHme, nomoratoilee punbTpoBaTb
N KOHTPONMpPOBaTb UHOPMALIMIO, HO HE MofarakTecb MNOMHOCTLIO HA Hero. Bawe BHMMaHWe K pebeHKy - rmaBHbIN
MeTOo[ 3alUnTbl.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMaTENbHO U3Y4YNTE, KaKyto MHPOPMaLMIO MOMELLAIOT ero Y4aCTHUKU B CBOUX NPOMUIIAX U
6riorax, Bknoyas otorpacdum n Bugeo.

3. lNpoBepbTe, C KakKMMM APYrMMKU CanMTamMu CBSi3aH couunanbHbI cepBuc Bawero pebeHka. CTpaHWyku
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbIMKN Ha HeXenaTenbHble 1 ONacHble CanThbl
(HanpvmMep, NOPHOCANT, UNWN CaNT, Ha KOTOPOM ApPYr YNOMMHAET HOMep coToBOro TenedoHa Bawero pebeHka mnm
Baw pomaluHun agpec)

4. MoowpsiiTe Bawwux geteit coobwate 060 BCEM CTPAaHHOM WM OTTaNKMBAIOLLEM W HE CIIULIKOM OCTPO
pearupyinTe, Korga oHu 3TO AenatoT (U3-3a onaceHuss NoTepsATb OOCTYN K VIHTEPHETY AETU He FOBOPSAT poaUTENsSM
0 npobremax, a Takke MOryT Ha4aTb UCMONMb30BaTb VIHTEpPHET BHe JOMa U LIKOIbI).

5. byabTe B Kypce ceTeBon xuM3HN Bawero pebeHka. VIHTepecyiTech, KTo ux apysbs B VIHTEPHET Tak Xe, Kak
UHTepecyeTeChb peanbHbIMU APY3bSMU.

Bo3spacTt ot 7 go 8 net

B WNHTepHeTe pebeHoK cTapaeTcs MOCETUTb T€ UMW MHble CalTbl, @ BO3MOXHO M 4aTbl, pa3pelleHne Ha
nocelleHne KOTOPbIX OH He nonyynn 6bl oT poguTenen. [oatomy poauTensam ocobeHHO nonesHbl OyayT Te
OT4YeTbl, KOTOpble nNPedoCTaBNsAlTCA nporpaMMamMu MO  OrpaHWYeHuIo  ucnonb3oBaHus WHTepHeTa, T.e.
PoanTenbCckmin KOHTPOMb UNn TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX dannax. B pesynbraTte, y pebeHka He



OyOeT OLyLeHWsl, YTO 3a HUM BEeAEeTCs MOCTOSIHHbIA KOHTPOSb, OAHAKO, poauTenu ByayT no-npexHemy 3HaTb,
Kakue caiiTbl mocelwjaeT mMx peGeHok. [leT B JaHHOM Bo3pacTe o6rafaloT CUSbHbIM YyBCTBOM CEMbW, OHU
[OBEpYMBbI U HE COMHEeBalTCcsi B aBToputeTax. OHW NOGAT UrpaTb B CETEBble Urpbl M MyTELecTBOBaTb MO
NHTepHeTY, NCNONb3ys 3NEKTPOHHYIO MOYTY, 3aX0AWTb Ha CalTbl U YaTbl, HE PEKOMEHA0BAHHbIE POAUTENSAMM.

CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cospgarite cnucok AOMalUHMX NpaBun nocelleHus WMHTepHeTa npu ydacTum geten u Tpebynte ero
BbINOMHEHWS.

2. Tpebywte ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxoXAeHUs 3a KOMMboTepoMm. NMokaxnte
pebeHky, 4to Bbl HabniogaeTe 3a HUM He NoToMy 4YTO Bam aTO xoueTcs, a noTomy 4Tto Bbl Gecrnokontechb O ero
6e3onacHOCTU 1 BCceraa rotosbl €My NOMOYb.

3. KomnbloTep ¢ nogknoyeHnem Kk VIHTepHeTy JOMmKeH HaxogouTbCa B oblieri KOMHaTe nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. MCI'IOJ'Ib3yI7ITe cpenctea 6J'IOKI/IpOBaHVI$| HeXenaTeNlbHOro KOHTeHTa KakK AOMNOoJfIHeHWe K CTaHOAapTHOMY
PO,D,VITeJ'IbCKOMy KOHTpPOJHO.

6. CosgaiiTe ceMelHbIi aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpamMmmHoro obecneveHus.

8. MNpuyunte geten copeToBaTbcs ¢ Bamn nepen onybnukoBaHMEM KakoW-nMbo MHGOpMaLMK cpeacTBaMm
3NEKTPOHHON MOYTbI, YaTOB, PErMCTPALMOHHBIX (OOpM 1 Npodunen.

9. Hayunte pgeTten He 3arpyxaTtb (hannbl, nporpammsl UM My3biky 6e3 Bawuero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CyX0Obl MTHOBEHHOrO 06MeHa CoobLLEHNAMN.

11. B "6enbin" cnuCok CaWToB, paspelleHHbIX ANs MOCeLeHWs, BHOCMTE TOMbKO CaWTbl C XOPOLUEW
penyTaumen.

12. He 3abbiBaviTe 6ecenoBaTth ¢ eTbMu 06 Mx Apy3bsix B MIHTepHeTe, Kak ecnv Obl peyb wna o apysbsax B
pearibHOWN XU3HMU.

13. He genante "taby" 13 BONpoOCOB MOSIOBON XMN3HW, Tak Kak B IHTepHeTe AeTn MOryT ferko HaTKHYTbCS Ha
nopHorpaduio unn canTsl "gns B3pocnbix”.

14. Mpuyuute Bawero pebeHka cooblaTe Bam O niobbiX yrposax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBIMW U HanoMHUTE OeTsM, YTO OHM B 6e3onacHOCTW, ecnvM caMy pacckasany Bam O CBOUX
Tpesorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BospacT geteit ot 9 4o 12 net
B O0aHHOM BoO3pacTe AeTu, Kak npaBuno, yxxe HaclbillaHbl O TOM, KaKas I/IHd.)OpMaLI,I/Iﬂ cyulecTByeT B
UuTepHeTe. CoBEpLUEHHO HOPMarnbHO, YTO OHM XOTHAT 3TO YBWAETb, MPOYECTb, ycnbiwatb. [1py 3TOM HYXHO

MOMHUTb, YTO AOCTYN K HexenaTerbHbIM MaTepuanam MOXHO ferko 3abnokuposaTb MpU MOMOLLM CPeacTB
PoauTensckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cCnMCOK AOMallHMX NpaBun noceweHus WHTepHeT npu ydactum peten mn Tpebynte ero
BbINOSTHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaxXOXOEHNS 3a KOMMbIOTEPOM.

3. HabnopaiTte 3a peGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaxuTe emy, 4To Bbl GecrokouTecb O ero
Ge30nacHOCTU 1 Bceraga roToBbl OKasaTb eMy NOMOLLb.



4. KomnbloTep C NoAKMo4eHMEM B WMHTEpHET OOoMmKeH HaxoauTbCa B obOwen KOMHaTe nog NpUcMOTPOM
poguTtenen.

5. Vcnonb3ynte cpeactsa GrnokMpoBaHMA HeXenaTenbHOro KOHTEHTa Kak AOMOMHeHMe K CTaHAapTHOMY
PoavtensckomMy KOHTPORIo.

6. He 3abbiBanTe npuHMMaTh HENnocpeacTBEHHOe yyacTue B Xun3Hu pebeHka, 6eceqoBatb ¢ geTbMu 06 ux
Opy3bsix B VIHTepHeTe.

7. HactanBawite, 4TobObl 4€TU HMKOTAA HE COrnallanmcb Ha NMYHbIe BCTPEeYN C Apy3bamu no VIHTepHeTy.
8. MNo3Bonante geTam 3axoauTb TOMbKO Ha canTbl U3 "6enoro” cnucka, KOTOPbIN Co34anTe BMECTe C HAMMN.

9. MNpuyunTte AeTer HUKOrAa He BblgaBaTb JIMYHYO MHOPMaUMIO CpeacTBaMUN 3MEKTPOHHOM MOYThI, YaToB,
CUCTEM MrHOBEHHOro obmeHa coobLLEeHNSIMIN, PErnCcTPaLMOHHbLIX POPM, NIUYHBIX NPOdUIEN U NPU perncTpaunmn Ha
KOHKypCbl B IHTepHeTe.

10. Mpuyynte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspewerns. O6bACHUTE UM, YTO OHU MOTYT
CryYanHO 3arpy3uTb BUPYCbl UMW Apyroe HexenaTenbHoe nporpaMMHoe obecneveHue.

11. CoszgaiitTe Bawemy pebeHKy orpaHnyeHHyo y4eTHYH0 3anuck Ans paboTbl Ha KOMMNbOTEPE.

12. Mpunyuunte Bawero pebeHka coobwaTe Bam 0 NOOLIX yrpo3ax unm Tpeeorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanomHuTe getam, 4to oHM B 6€30MacHOCTU, eCn caMy pacckasarnu BaM O CBOMX TPEBOrax 1 onaceHusx.

13. Pacckaxute getam o nopHorpadum B NHTepHeTE.

14. HactamnBante Ha Tom, 4YTOObI A€TWM NPeaoCTaBnsany Bam JOCTYN K CBOEN 3NEKTPOHHON MoyTe, YTOObI Bbl
ybeannucb, YTo OHN He 0OLLat0TCA C HE3HAKOMLLaMM.

15. OObsICHUTE OeTsIM, YTO Henb3si UCMOSb30BaTb CeTb AN XYIIUraHCTBa, pacrnpoCTPaHEHUs CnneTeH unu
yrpoas.

BospacT geteit ot 13 go 17 net

B aTom Bo3pacTe NoApOCTKM aKTUBHO MUCMOSb3YT MOUCKOBbIE MaLUWHbI, MOMNb3YHTCS 3NEKTPOHHOWN NOYTON,
cnyx6amMy MrHOBEHHOro 06MeHa COOBLLUEHNSMU, CKAuMBAKOT MY3blKy M unbMbl. ManbumMkam B 3TOM Bo3pacTe
bonblle MO HpaBy cCMeTaTb BCE OrpaHUYeHusl, OHWU XaxayT rpyboro tomopa, asapTHbIX Wrp, KapTUHOK "Ans
B3pocnbIx”. [eBoukM npegnoumTaT oblartbcs B 4aTax, Npu STOM OHU ropa3go bonee YyBCTBUTEMbHbI K
cekcyarnbHbIM foMoraTenbcTBam B VIHTepHeTe.

3avacTylo B JaHHOM BO3pacTe POAMTENSAM yXXe BeCbMa CMOXHO KOHTPONMpoBaTb CBOUX AeTeW, Tak kak o6
MHTepHeTe OHM yXe 3HalT 3HauUTenbHO Oonblue cCBOMX poauTenen. Tem He MeHee, He OTnyckamTe geten B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTUBHO y4acTBOBaTh B 06LWeHUn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npaBuna MHTepHeT-6e30macHOCTM - corfaleHue  Mexay
poouTenaMu u getbMu. KpoMme Toro, HeoGXoAMMO Kak MOXHO valle npocmaTtpuBaTb OTYETbl O AeSTENbHOCTU
geteit B MHTepHeTe. CnedyeT obpaTuTb BHUMaHWe Ha HeoBXOOUMOCTb CoAepXKaHWs POAMTENbCKMX naporei
(naponei agMMHUCTPaATOPOB) B CTPOrOM CEKpeTe M 06paTUTb BHUMaHME Ha CTPOroCcTb 3TUX Naporiei.

CoBeTbl N0 6e3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CNMCOK AOMalUHWMX MpaBuil MOCeLleHUss VIHTepHeTa npu ydYacTum MogpoCTKOB U TpebynTe
6e3ycnoBHOro ero BbinonHeHuns. ObroBopuTe ¢ pebeHKOM CMMUCOK 3anpeLUeHHbIX canToB ("YyepHbI CNNCOK"), Yachl
paboTbl B VIHTepHeTe, pykOBOACTBO MO 00LWeHnto B IHTepHeTe (B TOM 4YuCre B YaTax).

2. KomnbtoTep ¢ NoakntoveHnemM k cet IHTEpHET JOIMKEH HaXo4MTbesa B 00LLEel KOMHaTe.

3. He 3abbiBante OecepoBatb C geTbMU 00 MX Opy3bsx B VIHTepHeTe, O TOM, YeM OHW 3aHATbl TakUM
obpasom, ByaTo pedb UOeT 0 Apy3bsx B pearnbHOM Xu3HW. CnpaluvBanTe O NOAsiX, C KOTOpbIMKU AeTh obalTcs

nocpeancTtesom CJ'Iy)K6 MrHOBEHHOro obmMeHa coobLLEeHNMHN, YTOObI y6eD,I/ITbCF|, YTO 3TKN NN UM 3HaKOMblI.

4. |/|Cl'|0ﬂb3yl7ITe cpencTtea 6ﬂ0KMpOBaHI/IF| HeXenaTtenbHOro KOHTeHTa KakK AOMNOJIHeHWe K CTaHOAapTHOMY



PoantensckomMy KOHTPOSHO.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3yotcsa Bawwm getn. Tlloowpsnte umcnonb3oBaHue
MOLEepUpyeMbIX YaTOB M HacTauBarnTe, YToObl AeTu He obLLanMcb B MPUBAaTHOM pexume.

6. HactanBaiTe Ha TOM, YTOObI AT HUKOrAA HE BCTPEeYanuchb NIMYHO C Apy3bsaMu U3 ceTu VIHTepHeT.

7. lMpuyunte geTen He BblgaBaTb CBOK NMYHYK MHAOPMaLMIO cpedcTBaMu 3MEKTPOHHOW MOYTbl, 4YaToB,
CUCTEM MFHOBEHHOro 0bMeHa coobLLEeHMAMU, perMcTpaLMoHHbIX (OOPM, MUYHBIX NPodMnen N Npyu perncTpauun Ha
KOHKypCbl B IHTepHeTe.

8. Mpuyunte pgeten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHus. O6bACHUTE UM, YTO OHU MOTYT
CryYanHO 3arpy3uTb BUPYCbl UMW ApYyroe HexenaTenbHoe NporpaMMHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobwatb Bam 0 NioObIX yrpo3ax UM TpeBorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHute getam, 4To OHM B Ge3onacHOCTM, ecnu camu pacckasanum BaM, O CBOMX Yrpo3ax unu Tpesorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute getam o nopHorpadum B UHTepHeTe. lNMomorute mm 3awmtutbes OT cnama. Hayuute
NMOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOero peanbHOro 9MekTPOHHOro agpeca, He OoTBevYaTb Ha
HexenaTenbHble NMMCbMa U NCMONb30BaTh CNeLnarnbHbIe NOYTOBbIE OUMNBTPHI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C canTamu, KOTOpbIE NoceLatT NOAPOCTKM.

12. Hayunte geten yBaxaTb Opyrux B UHTEpHETE. Yb6eauTech, YTO OHWU 3HAKOT O TOM, YTO MpaBusia XopoLuero
noBefeHns OEACTBYIOT Be3ae - AaXe B BUPTyallbHOM MUpe.

13. OObsicHUTE [eTaAM, YTO HM B KOEeM clyy4ae Henb3s ucnomnb3oBatb CeTb AN XynuraHcTea,
pacnpoCTpaHeHUs CNNEeTEH UNK yrpo3 APYrUM NIOAsIM.

14. Obcyaute ¢ nogpocTkamm npobrnembl CETEBbLIX a3apTHbIX UMP U UX BO3MOXHBIN pucKk. HanomHute, 4To
AETN He MOTyT UrpaTb B 3TW UrPbl COTMAcHO 3aKOHY.

lMocTosHHO KOHTponupynTe ucnone3oBaHne NHTepHeTa Bawnm pebeHkom! BT0 He HapyLlLieHWe ero IM4YHOro
NPOCTPaHCTBA, a Mepa NPeaoCTOPOXHOCTM U NposABneHne Balwen pogmMTenbckon OTBETCTBEHHOCTM M 3a00ThlI.




